Caul(3 d):

a.

bl.

b2.

Passive Attack (tin cong bi dong) 1ay thong tin tir hé thong nhung khdng lam anh hwong
dén tai nguyén cia hé thong. Active Attack (tin cong cha dong) lam thay doi tai nguyén
hodc lam anh huwong dén hoat dong cua hé thong. (1d)

Passive Attack gém cac hinh thuc: (14)

Nghe 1én (release of message contents): cac cudc di¢n thoai, email hodc tap tin dugc
truyén trén mang co thé chira cac thong tin nhay cam, bi mat ma ké tin cong s& tim
moi cach dé doc duoc.

Phin tich luvu hrgng dwong truyén (traffic analysis): theo ddi mau thic, tan s6 va
d6 dai ctia cac thong diép dé dy doan tinh chat ctia cac thong tin khi khong thé doc
dugc ndi dung.

Active Attack gém cac hinh thuc: (1d)

Gia mao (Masquerade): k¢ tan cong co thé mao danh mot nguoi nao do dé thuc hién
mot thao tac trén hé thong hodc giri thong diép dén ngudi khéc.

Phat lai (Replay): ké tin cong doc dugc ndi dung thong diép tir noi giri (ngudi, hé
théng) va sau d6 gui lai thong di€p nay dén noi nhan (nguoi, hé théng) dé thuc hién
mot hanh vi trai phép.

Chinh sira ndi dung thong di¢p: thong diép giri di bi ké tan cong thay doi, chinh sira
dé thyc hién cac hanh vi trai phép.

Tén cong tir chéi dich vu (Denial of Service): lam gian doan hoic té liét hé thong
dan dén nguoi dung khong thé sir dung hay truy cap tai nguyén cua hé thong.

Cau 2 (4d): a,b,c,d: Méi muc 1 d

a. A=, 1+x+x+x), [0, 21, 22] = [1, 0, 1]

C0=1,C1=1,C2=1
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Dong khoa thu dugc: (10).

Chu ky: 2
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b. B=(3,1+x"+x),[20, 71, 2] = [0, 0, 1]
C0=1,C1=0,C2=1
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c. C=@4,1+x+x+x+x%, [20, 21, 22, 23] = [1, 0, 1, 0]

C0=1,C1=1,C2=1,C3=1
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d. Tinh leo
Zy = byny1 + Cogmy VOL t(N) = Yoy

n =150, t(150) = ¥12%a; = 151 s, chu ky ctia A 14 2, 151/2 =75 du 1 > biéu dién
A:

75 lan
—

(10) 1
(150)=1%75+ 1 =76
Suy ra Z;s50 = bse.1 + Ci50.76 = b7s + ¢4

bss 1a bit th 76, chu ky caa B 1a 7, 76/7 =10 du 6, biéu dién B:

10 lan

(0011101) 001110
Suy ra bss = 0 (Hodc bys = b(75 mod 7) = bs =0)

c74 14 bit thtr 75, chu ky C 1a 5, 75/5 = 15, biéu dién C:

15 lan

(10100)
Suy ra ¢74 = 0 (Hodc ¢74 = €74 mod 5= C = 0)
* VayZiso=b;s+cu=0

Cau 3 (3d):

Buéc 1: TAO KHOA (1)

N=pxq=5x11=55 ¢(N)=(p-1) x (q-1) = 40; (e, ¢(N)) = (7,40) = (7.5) = (5.2) = (2,1) = 1
Tinh d =e¢" mod $(N) = 7" mod 40

y q v
40 0
7 1
5 5 5
1 2 6
2 1 -17=23



Khoéa cong khai: (7, 55)

Khéa ca nhan: (23, 55)

Buéc 2: MA HOA (1d)

M3 hoa : C = M®mod N =36’ mod 55

7=111,

sm kq cs

111 1 36

1 1x36 = 36 36°=1296 =31
1 36x31=1116=16 317=961 =26
1 16x26 =416 =31 -

Ban ma: C=31

Buéce 3: GIAI MA (1d)

Giai ma: M’ = C* mod N = 31%* mod 55

23=10111,

sm kq cs

10111 1 31

1 1x31=31 31°=961=26

1 26x31=806=36 26°=676= 16

1 16x36=576=26 16=256 = 36

0 - 36° = 1296=131

26x31=806= 36

M’ =26 = M. Quaé trinh ma ho4 va giai ma thanh céng!



